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The contents of this report belong to Azets. The findings, information and recommendations in this document are for information 
purposes only and are based on a point in time assessment of the environment within scope. Nettitude, and the report’s author s, 
accept no responsibility for any errors, omissions, or misleading statements, in this report, or for any loss that may arise for relian ce 
on any information and opinions expressed. Nettitude recommends that all advice and recommendations are reviewed, a risk 
assessment conducted and change control processes followed before any remediation work is conducted. Nettitude does not hold 
any responsibility for any work conducted as a result of the recommendations provided in this report.  
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1 High Level Assessment 
Azets engaged with Nettitude in April 2022 in order to retest the findings from the initial 
Azets web applications test conducted in November of 2021. 

Based on Azets’s risk profile, primary security concerns and the vulnerabilities identified at 
the point of the engagement, Nettitude have found the Azets Web Applications’ overall 
security posture to be strong. 

 

Vulnerabilities by Severity 

 

Constraints and Limitations 
No limitations were encountered during the engagement. 
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Nettitude were able to: 

• Verify that two of the three issues identified 
in the initial test have been completely 
remediated; 

• Observe that a minor session management 
issue is still present. 
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2 Executive Summary 
Azets engaged with Nettitude in order to retest the findings that were identified during the 
initial web application penetration test performed in November of 2021. 

Nettitude was able to verify that out of the three issues identified in the original test, two 
have been successfully remediated. The issues that were remediated revolve around 
outdated libraries used during the development of the web application, along with some 
issues regarding overall web application best practices. 

Nettitude observed that the low severity issue relating to session management is still 
present. This issue poses a low risk towards the overall security posture of the web 
applications, due to the fact that multi-factor authentication is present, thus mitigating the 
effect that concurrent user sessions can have in the event of an attacker obtaining valid 
user credentials. 

Details about the retest findings can be found in the accompanying technical report. 
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3 Next Steps 
Nettitude recommends that Azets perform the following post engagement activities in the 
order of priority indicated. 

 Activity Description Priority 

1 

Remediate any 
issues relating to 
session 
management 

Formulate a plan on how user sessions 
will be handled in line with security best 
practice. 

+ 

2 
Conduct regular 
penetration testing 

Schedule a date to perform a complete 
web application penetration test, to 
ensure that the web applications 
continue to remain secure and robust. 

+ 
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4 Revision History 
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